
UY BAN NHAN DAN CONG HOA XA HO! CHU NGHIA VItT NAM 
TiNH LONG AN 	 Doc 14p - Tu. do - Hanh phtic 

S6: kig /2014/QD-UBND 	Long An, ngay 03 thong .to norm 2014 

QUYET DINH 
Ban hanh Quy dinh dam bao an than thong tin trong hoot Ong &lig dung 

cong nghe thong tin ciia co quan nha ntreec tren dia ban tinh Long An 

UY BAN NHAN DAN TiNH LONG AN 

Can cu Luat T6 chirc HDND va UBND ngay 26/11/2003; 

Can cu Luat Giao dich dien tir ngay 29/11/2005; 

Can dr Luat Cong nghe thong tin ngay 29/6/2006; 

Can cu Nghi dinh so 64/2007/ND-CP ngay 10/4/2007 cila Chinh phu ve 
img dung cong nghe thong tin trong hoat Meg ciia co quan nha nuac; 

Can cu Nghi dinh so 72/2013/ND-CP ngay 15/7/2013 cua Chinh 
quan 1$7, cung cap, sir dung dich vu Internet va thong tin ten mang; 

Can dr Thong to lien tich so 06/2008/TTLT-BTTTT-BCA ngay 
28/11/2008 cila Bo Thong tin va Tru)4n thong va 13(') Cong an ye bao dam an 
toan co ser ha tang va an ninh thong tin trong hoat diing bum chinh, vin thong va 
cong nghe thong tin; 

Can cu ThOng to s6" 27/2011/TT-BTTTT ngay 04/10/2011 dm BIO,Theing 
tin va TruyLl thong quy dinh dieu phai cac hoat dOng img 	sir co mang 
Internet Viet Nam; 

Theo a nghi cua Sa Thong tin va Truy& thong tai toy trinh so 
870/TTr-STTTT ngay 23/9/2014, 

QUYET DINH: 
Dieu 1. Ban hanh kern theo Quyet dinh nay Quy dinh ye dam bao an 

toan thong tin trong hoat Ong ting dung tong nghe thong tin cua co.  quan 
nha 	tren dia ban tinh Long An. 

Dieu 2. Giao SO Thong tin va Truyn thono chu tri, phi hop yeti cac co , 
quan, don vi chirc trien khai, huang don, don doe, Iciem tra viec thvc hien ntii 
dung Quyet dinh nay. 

Quye't dinh nay co hieu lvc thi hanh sau 10 (mu ii) ngay Ice" ngay 14/ va 
thay the Quyet dinh so 49/2010/QD-UBND ngay 01/12/2010 oh UBND tinh ye 
vie‘c ban hanh quy dinh va dam bao an toan, an ninh thong tin va bao mat tren 
mai truCing mang trong hoat dOng cua cac co quan nha nu& teen dia ban tinh 
Long An. 



TM. iTY BAN NHAN DAN 
TICH 

Dieu 3. Chanh Van phong UBND tinly, Thu truong cac so nganh tinh; 
Chia tich UBND cac huyen, thi xa, thanh phi), cac xA, phtrang, thi trAn va cac 
don vi, to chuc, ca nhan có lien quan chiu trach nhiem thi hanh Quyet Binh nay./. 

No'i nh#n: 
- Nhu Dieu 3; 
- BO Thong tin vi Truyen thong; 
- Cpc Kiem tra van ban QPPL-BO Tu phip; 
- TT.TU, TT.HDND tinh; 
- TT.UBMTTQ vi doin the tinh; 
- CT, PCT.UBND tinh; 
- Trung tam COng bio tinh; 
- COng thong tin On ter fifth; 
- Phong NCVX; 
- Luu: VT, STTTT, M. 
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iTY BAN NHAN DAN 	CQNG HOA XA Ho CHU NGHIA VI$T NAM 
TINH LONG AN 	 DO lap - Tir do - Hunh pink 

QUY DINH 
Dim bio an town thong tin trong hoat dOng ting dung cong ngh0 thong tin 

cda ca quan nhi nuirc teen dia bin tinh Long An 
(Kern theo Quyit clinh so 11.9 /2014/QD-UBND ngay 03 /pro /2014 cU" a UBND tinh) 

. Chuang I 
QUY DINH CHUNG 

Dieu 1. Pham vi va doi fining ip dung 
1. Quy dinh nay quy dinh ve cong tic dam bao an toan thong tin s6 va 

trach nhift cda to chirc, ca nhan co lien quan trong hoat Ong ung dung cong 
ngl* thong tin (CNTT) tren moi truang mang cua cac cor quan nha nuac teen dia 
ban tinh Long An. 

2. Quy dinh nay ap dung Oi 
a) Cac ca quan, don vi sau: 
- 1:1y ban nhan dan (UBND) cac cap; 
- Cac so, nganh tinh; cac dan vi su nghi4 thuOc UBND tinh; cac to chirc 

doan the tinh; 
- 	Cac ca quan chuyen mon, don vi thuOc UBND cap huy''n. 
b) Can b0, cong chirc, vien chirc (CBCC-VC), ngued lao Ong trong cac 

ca quan, don vi neu tai diem a khoan nay va cac to chuc, ca nhan co lien quan 
den hoat Ong ung dung CNTT teen moi tnrerng mang cua cac ca quan nha. 

Dieu 2. Giii thich tir net 
1. Mgng la khai nift chung dung de chi mang vin thong (c6 dinh, di 

Ong, Internet), mang may tinh (WAN, LAN). Trong Quy dinh nay cac vimg 
mang ngoai (Public Zone), \rung mang DMZ, vimg mang lam vies (Working 
Zone) hieu nhu sau: 

a) Viing mang ngoai (Public Zone) la vung mang Internet ; 
b) Vimg DMZ (DMZ - DeMilitarized Zone) la mOt \Tung mang trung lap  

gifia mang not b0 va mang Internet, china cac thong tin cho phep ngueri dung tir 
Internet truy xuat vao mang n0i b0. Cac .thiet bi tai yang nay bao gOm cac thiet 
bi mang phyc vu cho Wing va cac may chil Ung dung; 

c) Yung lam viec (Working Zone) la vimg mang cue b0 cua. co quan va nai 
b6 tri cac mang nOi bo ao trirc thuOc mang not b0 cua don vi. Cac mang nOi b0 
a° nay có the ket not vai nhau thOng qua lop trung gian hoc ket not trtrc tier, 
v&i nhau. 

2. An toan thong tin là su bao Nr'' thong tin va he th6ng thong tin tranh bi 
truy cap, sir dung, tiet lq, gian doan, sera dOi hoac pha hoai trai phep nharn bao 
dam tinh nguyen vgn, tinh bao mat va tinh kha dung cda thong tin. 



3. Dam bao an toan thong tin la dam bao tinh nguyen ven, tinh bao met 
va tinh kha dung dm thong tin, trong do: 

a) Tinh bao mat la dam bao thOng tin chi co the dugc truy nhep b6i nhang 
nguari dugc cap quyen sir dung ; 

b) Tinh nguyen yen la bao ve sit chinh xac va day du cua thOng tin va cac 
phuang phap xir 1Sr; 

c) Tinh kith dung la dam bao nhithg nguari dugc cap quyen c6 the truy 
nhep thong tin va cac tai san lien quan ngay khi c6 nhu eau. 

4. He thong thong tin la tap hop tin& bi phan cong, plAn mem va ca sir 
du lieu dugc thiet lap phuc vu mac dich tao lip, cung cap, truyen dua, thu thep, 
xir ly, luu tat' va trao doi thong tin. 

5. Ban ghi nh4t k) he thong (Lode) la tap tin dugc tao ra tren mai thiet 
bi dm he thOng thong tin nhu: Tuamg lira, may chit img dung,... co chira tat ca 
thOng tin ve cac hoot ding xay ra tren thiet bi do. Ban ghi nhet IcSr he thong dimg 
de phan tich nhfing sr kie'n da xay ra, truy tim nguon goc va ket quit de tir do c6 
cac bien phap xir 1Si thich hop. 

6. Ngueri dimg la can bO, cong chirc, vien chirc, nhan vien hop ding cita 
ca quan, den vi dugc sir dung may tinh truy cep vao cac h4 thong mg dung 
CN'TT tai ca quan, don vi de xir 1ST cong viec. 

7.,ISO/IEC 27001 (ISMS) la tieu chuan ve he tilting quail 1ST an town thong 
tin do To chirc tieu chuan h6a qutic to va t:Jy ban lcy thuet dien quoc to ban hanh. 

8. Danh gici an toan thong tin la viec xac dinh, phan tich nguy co mat an 
toan thong tin c6 the co va bao mac dO, phom vi anh huang va kW, nang gay 
thiet hoi khi xay ra sit c8 mat an toan thong tin. 

9. Tein cong tie choi djch vu là mOt kieu tan cons ma mOt nguari lam cho 
mOt he,thOng Ithong the sir dung, hoc lam cho thong do chem di mOt ca.& 
ding ke vai nguari dimg binh thuong, bang cach lam qua tai tai nguyen cita he 
thong. 

10. May tinh lam viec bao gam: May chit, may quan tri va may tinh ca  
/than do ca quan cap cho nguari dimg de phuc vu cong viec va dugc quan 1Si theo 
cac quy dinh cita phap luet ve quan 1ST tai san nha mr&c. 

Dan 3. Nguyen tic chung ve dam bac, an town thong tin 
1. Cac ca quan, don vi, CBCC-VC tham gia hoot dOng tren moi trueng 

mong Idking dugc 'Cam phom an twin thOng tin dm ca quan, dan vi, CBCC-VC 
Ichic; truing hqp ph& hien hanh vi xam phorn an toan thong tin hoc sv ca mat 
an than thong tin, ca quan, don vi, CBCC-VC co trach nhiem thong bac, kip thari 
cho ca quan chirc nang lien quan, ding thari tien hanh cac bien phap khac phuc 
nhanh ch6ng, hen the thiet hai tai co quan, don vi. 

2. Cac ca quan, don vi, CBCC-VC chiu trach nhiem bao dam an toan 
thOng tin doi vii thong tin va he thong thong tin thuOc tham quyen quan 1Sr; tuan 
thin cac nguyen tac, cac tieu chuan, quy, chuan ic5r thuet ve bao met, an town 
thong tin so; chiu su quan 1y, thanh tra, kiem tra va thuc hien cac yeu cau ye bao 
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dam an toan thong tin ciia ca quan nha nuoc co tharn quyen; phOi hop yeti co 
quan quan ly nha nuac co tham quyen va to chirc, ca nhan có lien quan tong 
viec bao dam an toan thong tin ten moi truamg mang. 

3. Cac ca quan, don vi CO lien quan phai then khai cac giai phap tang 
cuarng kha nang phong, chOng cac nguy ca tan cong, xam nhap cac he thong 
thong tin; ngan than, khac phuc kip thati cac slr co mat an toan thong tin ten 
mang may tinh va cac he thong thong tin thuOc tharn quyen quan 1Sr. Ngan ngira 
viec 10, lot tai lieu, thong tin bi mat nha nuac. 

Dieu 4. Cfic hanh vi bi nghiem cam 
1. Lori dung mang va thong tin ten mang nharn muc dich: 
a) Tuyen truyen ch6ng lai Nha nu& COng hea xa hOi chu nghia Viet 

Nam; thut hien cac hanh vi xam pham an ninh qu6c gia, trat tu, an toan xa hOi, 
gay anh huamg xau toi thuan phong, my tuc dm clan tOc; 

b) Tiet l0 bi mat nha ntrOc va nhimg bi mat khac do phap luat quy dinh; 
c) Dua thOng tin xuyen tac, vu khOng, xuc pham uy tin cila to chirc, danh 

du va than pham cua ca nhan. 
2. Ngan clfan trai phep viec truyen tai thong tin ten mang; can thiep trai 

phep, gay nguy hai, )(Oa, thay doi, sira chfra lam sai lech thOng tin tren mpg. 
3. Dinh cap va sir dung trai phep mat khau, khod mat ma, thOng tin rieng 

cua to chirc, ca nhan; ngan can bat hop phip viec truy nhap thOng tin dm to 
ci. nhan. 

, 4. Can troy bat hop phap, gay anh huamg ten hoat adOng binh thubng cila he 
thong thong tin; Loi dung scr ho, diem yeu 	he thong thong tin dye) hieu 
hoa, vont qua bien phap kiem soat truy cap, tan ding, chiem quyen dieu khien 
trai phep dOi \Teri he thong thong tin. 

, 5. Phat tan thu rac, thu gia mao, tin nhan the, phan mem dOc hai, thiet lap 
he thong thong tin gia mao, lira dao. 

6. Cie hanh vi trai phap luat khac lien quan den boat ciOng dam bao an 
toan thong tin. 

Chtrong II  
NOI DUNG DAM BAO AN TOAN THONG TIN 

Muc 1 
DOI VO1 Sei HA TANG 

Dieu 5. Dam bfio an town co sifr ha tang cong nghe thong tin 
1. Bao ve ca so ha tang CNTT cua co.  quan, don vi nha'm ngan chan cac 

hoat clang tan cong, dot nhap, phi. hoai; phong, ch6ng su c6 do chay, no va cac 
su co khac do thion tai gay ra. 

2. Trien khai cac giai phap va he th6ng thiet bi du phong de bao dam ca 
so ha tang CNTT hoat &Ong lien tuc va an toan. 

3. Trien khai cac bien phap ngan ch'a'n viec sir dung, lai dung mang 
thiet bi, cac cong cu phan cong, phan mem de can troy, gay nhigu, gay r6i loan, 
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lam hu,hong, 114 hoai hoat d6ng co s& ha tang CNTT; phong, chong virus, thu 
rac, phan mem gian diep; phOng, chong hanh vi danh cap va sir dung trai phep 
mat khau, khod mat ma, thOng tin rieng cua cac to chirc, ca nhan. 

Dieu 6. Dim bio an toin sir ding may tinh lam vi§c 
1. May tinh lam viec chi dugc cai at phAn mem thong dyng do can b6 

chuyen trach CNTT quan 1Si hoac nhfing phan mem dugc cung cap theo cac 
chuong trinh img dung CNTT dm co quan nha nu6c cc') thAm quyen; he dieu 
hanh dugc cap that ban va 18i kip thai, cai at phan mem phOng chOng, diet 
virus c6 ban quyen va cap nhat phien ban mai nhat; thu?mg xuyen ra quet de  
phat hien va loai b6 ma d'6c trong may tinh. 

, 2. May tinh dimg quan tri he th6ng chi dugc cai at cac phAn mem an 
thiet phyc vu cho hog Ong quart tri he th6n4, at trong yang mang phyc vu 
ding tac quan tri he thong va chi dugc cap quyen truy cap cho cac ca When duqc 
giao trach nhiem quail tri he thong. 

3. Nguai dimg khong ter y thay dOi cau hinh may tinh, ket not may tinh ca 
nhan do co quan cap vao cac mang thong tin khic (ngoai he thong thong tin cua 
co quan); khong toy sir dyng may tinh cap cho nguai sir dung khac; phai sir 
dung mat khau cho tai khoan clang nhap vao may tinh va tuan thit cac quy dinh 
tai Dieu 13 Quy dinh nay. 

4. Nguari dung khi sir dyng cac thiet N hru till di dOng ca nhan phai tien 
hanh quet virus truac khi dua vao sir dung tren may tinh lam viec cua minh. 

Dieu 7. Dam bio an town hg thOng mang n6i 136 
1. Mang not b6 cua cac co quan, don vi phai dugc ket not mang truyen s6 

lieu chuyen dimg cua tinh de dam bao an town thOng tin theo c uy dinh ye quill 
I 'Y, van hanh, sir dyng va bao dam an town thOng tin Mang truyen s6 lieu chuyen 
clang trong the co quan nha nuac tren dia ban tinh Long An. 

2. He thong mang n6i b6 dm co quan, don vi phai dugc bao ye Wing thiet 
bi tuang lira va phai dap Ung the yeu au sau: 

a) Phan chia he thong mang not b6 thanh cac yang mang theo pham vi 
truy cap va kiem soitt truy cap gifra cac vimg bang thiet bi Wong lira, phai phan 
chia tai thieu thanh cac vimg mang sau: Vimg mang ngoai (Public Zone); yang 
DMZ; vimg lam viec (Working Zone) va vimg mang rieng cho khach dung 
d6i va i cac co quan, don vi cho phep khach den lam viec (taw truy cap he th6ng 
mang cita don vi de sir dung Internet). 

b) VO hiOu hoe tat ca the dich vu khOng sir dung tai timg phan vimg mang. 

c) Cai at cac ban cap nhat, va 1"6i dAng hart cho cac thiet bi tuang lira de 
khac phyc cac diem yeu nghiem tong cita thiet bi; c6 co the du phOng phi hcp 
de dam bao hoat dOng lien tyc cita cac thiet bi Wang lira. 

3. D6i vai viec truy cap tir xa vao he th6ng mang n6i b6: 
a) Thu truem§ co quan, don vi guy& dinh viec cho phep hoac khong cho 

phep thiet lap cat ket not tix xa vac) he thong thong tin cila co quan, don vi. 
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b) Can No' chuyen trach CNTT phai tham muu lanh dao trien khai giai 
phap ap dung cac tieu chuan ky thuat de dam bao cac ket not tir xa vao he thOng 
thong tin cita co quan, don vi ducrc giam sat chat che, ding von cac bien phap 
dam bao an town thong tin; dam bao viec quart 1ST, giam sat va sir dung cac ket 
not to xa vao he th'ing thong tin dm Co quan, don vi tuan thit cac quy dinh ye 
dam bao an town thong tin nhu cac ket not true tiep trong he thOng mang nOi bo  
cua ca quan, dan vi. 

c) Ngu6i dimg dug c cap tai khoan de th%rc hien ket not tir xa vao he thing 
thong tin oh ca quan phai tuan thu cac quy dinh tai Dieu 12 dm Quy dinh nay. 

4. Khong ducrc k6t not dien thoai thong mirth, may tinh bang vai he thOng 
nii bq khi chua co sv cho phep cua lanh dao ca quart, clan vi. 

Dieu 8. Dam bao an town thong tin khi ket not va sir dung :mang 
Internet 

1. Khi ket not he thong thong tin ctia ca quan, don vi yeti mpg Internet de 
sir dung cac dich vu img dung CNTT cung cap qua mang Internet, cung cap 
thong tin va dich vu cong trirc tuyen cho to chirc, ca nhan theo quy dinh cua  
phap luat, ca quan, don vi phai trang bi thiet bi kiem soat truy cap Internet; kiem 
soat, han che hoac khong cho phep nguoi dimg ket not Internet a sir dung cac 
dich vu lam tieu ton nhieu th6i gian, bang thong phuc vu cho mac dich ca nhan 
trong gib lam viec hanh chinh tai co quan, don vi (nhu: cac dang tai du lieu 
dung luting 16n, ket not mang va chuyen du lieu trirc tiep von may tinh ben ngoai 
he thOng thong tin, trao doi trvc tuyen c6 sir dung giao tier) am thanh va hinh 
anh, xem phim, chai tro chai trirc tuyen,...). 

2. NguZri climg khong,duac phep truy cap cac trang thong tin di nghi ngo. 
chua ma dOc,,khong ro nguOn gOc hoac c6 not dung khOng phit hop (phan ding 
hoac trai thuan phong my tuc). Ngoai trir nhitng,  ngubi c6 chire nang, tham 
quyen quan nha nu6c linh vac Internet quyen truy cap a phuc vu cho 
cong tac dieu tra, xir 1$/. 

3. DOi von may chit'  va thiet bi CNTT khk, chi thiet lap ket not Internet 
cho cac he thong can phai c6 giao tiep von Internet (cac may chit, thiet bi cung 
cap giao dien ra Internet cita trang thong tin dien tir, dich vu cong trirc tuyen, thu 
dien tir,...). 

4. Nghiem cam dimg may tinh ket not vao he thOng mang de sown thao, in 
an, sao chep, luu tru tai lieu c6 not dung lien quan den bi m@ Nha nu6c. 

Dieu 9. Dam bao an town trong thu hoi, thanh 15T, sira chita thiet bi 
1. Cac thiet bi (may chit, may tinh xach tay, phuang tin lora tit, may tinh 

de bin, smartphone,.. .),  khi khong can sir dung cho cong viec 	ea quan, don 
vi thi tien hanh thu hoi, thanh 1S,  va don vi dang sir dung, quan ly phai tien hanh 
x6a du lieu, ghi de hoac pha hily vat 1Sf, dam bao du lieu dugc xoa khong the 
khoi phuc lai ducfc. 

2. Doi von cac phucmg lien km tra co chira du lieu quan trong, phuong an 
)(UV/.  va ghi de du lieu phai ducrc bO phan chuyen trach CNTT xem xet va co Si 
kien phe duyet cua lanh dao ea quan, don vi. 
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3. TnrOng hqp bit buOc phai sira chita, bao hanh cac thiet bi (may chii, 
may firth de ban, may tinh xach tay, o cong, thiet bi luu tril di dOng,...) phai co ST 
kien cua b0 phan chuyen trach CNTT va duqc lanh dao phe duyet. 

4. Truing him thay doi muc dich hoac ban giao thiet bi mang, dim vi quan 
tri loci b6 hoan toan cac cau hinh hien tai ten thiet bi, khoi phuc ve tang thai 
mac dinh 	nha san xuat tusk khi thay doi 'nue dich sir' dung hoac ban giao. 

5. Truing hqp ban giao cac thiet bi (may chii, may tinh de ban, may tinh 
xach tay, cac thiet bi luu 	cho ben thu ba sua chira phai co bien phap dam 
bao du lieu ben trong thiet bi duqc an toan, khong bi 10, lot thong tin, du lieu. 

Dieu 10. Giam sat an toan he thOng thong tin 
1. Giam sat an toan he thOng thong tin la hoat cling giam sat nhim phat 

hien hanh vi xam pham an toan thong tin hoac co kha nang gay ra su co mat an 
toan thong tin dOi vai he thong thong tin. 

2. Hog ding giam sat an toan he thAng thong tin bao 
a) Giam sat luOng thong tin ducc giri, nhan qua mang; 
b) Giam sat hoat ding tai may tinh, thiet bi xu 1ST thong tin c6 ket not mang. 
3. Ca quan, don vi quan 1 'Y N thong thOng tin quan tong co trach nhiem 

thuc hien giam sat an toan N thing thong tin va luu tat thong tin giam sat theo 
quy dinh. 

4. Doanh nghiep vien thong, doanh nghiep cung cap dich vu CNTT co 
trach nhiem thvc thi day du yeu cau cua co quan nha nuck khi duqc yeti cau 
phi hqp giam sat an toan he thong thong tin. 

Muc 2 
DOI VOL PHAN MEM eNG DUNG 

Dieu 11. Dam biio an Wan phan mem irng dung 
1. Yeu cau ve dam bao an toan thong tin phai duqc dua vao tat ca cac 

cong doan lien quan den cong tic then khai irng dung CNTT tir khau thiet ke, 
xay dung, trien khai va van hanh, sir dung. 

2. Ong dung do co quan, don vi phat trien hoac thue phat trien phai dap 
ung cac you cau sau: 

a) Ma hoa. thong tin bi mat hoac nhay cam bang thuat toan ma hod an town. 

b) Kiem tra tinh hqp le cila du lieu din vao va dau ra de dam bio dir lieu  
chinh xac va phu hqp. 

c) Thvc hien cac quy trinh kiem soat viec cai dat phin mem tren cac may 
chii, may tinh cua nguoi ding, thiet bi mang Bang hog &ling thuOc he thong 
mang nOi b0. 

d) Han the truy cap t&i ma" nguan chuong trinh va phai dat ma nguOn 
trong mOi truing an toan do b0 phan chuyen trach CNTT quan 1ST. 

d) Thuc hien Idem tra phat hien va khic phuc 1.6 hong bac, mat cua img 
dung truecc khi dua vao sir di,mg va hem tra dinh IcSr tOi thieu 6 thing/01 lan 
trong qua trinh sir dung. 
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3. D6i yeti img dung mua o dang (long g6i: 
a) Theo doi nam bat thong tin ve cac to hong bao mat meri va cap nhat 

thuemg xuyen ban va loi ve bao mat cho img dung; 
b) Trueng h9p 18 hOng da dugc phat hien ma chua c6 ban va 18i dm dcm 

vi san xuat phAri mem, phai thuc hien danh gia rui ro va co bien phap phemg 
tranh phu hgp. 

Dieu 12. Dam ban an town co s& de lqu 
1. Cac nOi dung quan trong hoc nhay cam khi luu trut teen thiet bi di dOng 

hoc truyen nhan tren moi truong mang phai dugc ma hoa, trong dO: 
a) Ap dung mA hod. kenh ket not cho cac hoat dOng sau: Quan tri he th6ng; 

dang nhap ming, img dung; giri nhan du lieu to dOng gitra cac may chir, nhap va 
bien tap du lieu; tra dru dir lieu; 

b) Ap 
can 

chfr 	s6 	xac thuc,  va bao mat du lieu, dac biet trong 
twang h9p can dam bao chtmg chOi nguon g6c du lieu; 

c) Van ban dien to co not dung can han the tiep can nhung khong thuc 
danh muc bi mat Nha nuac dugc sir dung tinh nang ma hod (dat mat khau) cua  
cac ung dung van phong (phan mem sown thao, doc van ban, nen tap tin), nhung 
phai sir dung mat khau an toan. . 

2. CBCC-VC, ngueti lao dOng thuc hien soan thao, giri, nhan du lieu c6 
trach nhiem xac dinh mirc dO quan trong cua du lieu de thuc hien phucmg thirc 
bao ve du lieu phii hop hoc yeu cau Niphan chuyen trach CNTT hue:mg clan, ho 
trg phucmg thirc bao ve trong truOng hop can thiet 

3. Co.  quan, don vi, CBCC-VC, ngueri lao dOng bat buOc phai sir dung hOxp 
thu dien tir cua tinh (@longan.gov.vn) hoc cua nganh d9c (.gov.vn) de trao doi 
thOng tin, giri nhan tai lieu, van ban phuc vu cho cong viec. Tuyet doi khong 
dugc sir dung cac dia chi thu dien tit mien phi khdc (gmail, yahoo mail,...) de 
trao doi thong tin, giri nhan tai lieu phuc vu cho cong viec. 

Dieu 13. Quin 157, sir dung tai khofin va mat khAu 
1. Mat khan dm tat ca cac tai khoan ca cap dO quan tri he th6ng va cap 

dO ngueri sir dung) phai tua.n thu &Ong thafi cac yeu cau sau: 
a) Co chira ca cac 1ky to cher in va chit thuong. 
b) CO chiral4 tu s6, cac ky to dau cau hoc cac k5r tu dac biet (!, @, #, ...). 
c) Co it nhat 08 14 to doi vOi tai khoan ngued dimg, it nhat 15 14 to doi  

voi tai khoan quan tri he thong. 
d) KhOnF phai la mot hr hoan chinh trong cac nem net thong dung  

(Tieng Viet, Tieng Anh, Tieng Phap,...). 
d) Khong phai la mot day 14 W. rap lai c6 quy 
e) KhOng dua vao thong tin ca nhan (ngay sinh, se; dien thoai,...), ten 

ngutii, ten dia danh, ten ca quan hoc cac ten goi khac. 
, 2. Nguori dimg phai thay dOi mat khau ngay 	dau tien dang nhap vao he 

thOng va thuong xuyen thay doi mat khau it nhat 03 thang/01 
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3. Tat ca cac tai khoin quan tri he thong thong tin cua ca quan, don vi 
(bao gom may chit, thiet bi mang, irng dung va ca so du lieu trong he th'Ong 
thong tin), thuang xuyen thay dui mat khau, it nil& 02 thang/01 lan. 

4. Khi ciuen mat Ichau hoac nghi ng6 mat Ichau tai khoan cua minh bi 
nguixi kho.c biet ngoai y muon, phai bao cao sv viec vai thu tnrOng ca quan va 
can bi) chuyen trach CNTT de co phuang an xir 1ST kip thOi; khong sir dung mat 
Ichau da bi (lath cap hoac nghi ng6 bi dinh cap cho tai khoan cu hoac cac tai 
khoan Ichic do ca quan cap. 

5. Cac quyet dinh, thong bao ve viec nguOi dimg dieu chuyen cong 
thoi viec hoac nghi viec phai ducrc clung that chuyen den can bo chuyen trach 
CNTT, dan vi chit tri quan 1S,  he thong thong tin de thvc hien dieu chinh, thu 
hot, hity bo cac quyen sir dung cua ngtrixi dung d6. 

Muc 3 
Ki? THUAT, BIEN PHAP DAM BAO AN TOAN THONG TIN 
Dieu 14. Cac bi§n phap ky thu4t dam blio an town thong tin co 	tang 

1. TO chirc quan ly cac tai khoan cua he thOng thong tin, bao gOm: Tao 
kich hoat, sira &A, vo hieu va loai bo cac tai khoan, long that dinh ky to 

chirc kiem tra cac tai khoan cua he thOng thong tin it nhat 02 lan/01 nam va trien 
khai he thing quart 1ST nguei dimg de ho trq viec quan ly cac tai khoan oh he 
thong thong tin. 

2. He thOng thong tin phai giai han so lan &ALT nhap sai lien tiep (khong 
qua.  05 lan). Neu lien tuc clang nhap sai \rued qua so lan quy dinh thi he thOng se 
tir dOng khOa hoac co lap tai khoan trong mot khoang thai gian nhk dinh trulk 
khi tiep tuc cho clang nhap. 

3. He,  thOng thong tin phai ghi nhan ducic cac kien ye qua trinh clang
nhap he thong, cac thao tac au hinh he thing, qua trinh truy xuat he thOng, 
dOng thOi ghi nhan day du the thong tin lien quan vao cac ban ghi nhat 14/ he 
thOng nham xac dinh nhfing kien nao da xay ra, ngu'On hoc va ket qua dm sv 
kien d6; c6 ca the bao ve va luu gift ban ghi nhatk5r he thong trong mgt lchoang 
thOi gian nhat dinh. 

4. He thOng thong tin tai cac ca quan, dan vi can co ca the ngan chan 
hoac han the cac sr co do tan ding tir chi dich vu (DoS, DDoS) gay ra. Sir 
dung cac thiet bi chuyen dung de 19c gOi tin nhAm,bao cac thiet bi ben trong, 
tranh bi anh huOng try tiep boi tan cong chi dich vu. Doi van he thOng 
thong tin cho phep truy nhap cong cong co the thvc hien bao ye bang each tang 
dung ltrcong, bang thong hoac thiet lap he thong dix phong. 

5. Xay di,rng ca the kiem tra, cho phep tuang,ung 	m8i phuang phap 
truy cap xa va ca the clung giam sat, dieu Ichien cac truy cap dr xa; phai 
thiet lap phuang phap han the truy cap mang Ichong day, giam sat va dieu khien 
truy cap mang kitting day, to chirc sir dung chimg thvc va ma h6a de bao ye truy 
'cap mang Ichong day tai he thOng thong tin. 

6. Lva chon, trien khai cac phan mem chOng virus, thu rac co hieu qua 
tren cac may chi', may tram, cac thiet bi, phuang tin ky thuat trong 
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cong thai, thu6ng xuyen cap nhat ban va 18i, phien ban mai cho cac phan mem 
chong virus, nham kip thai phat hien, loci trir ma Oc may tinh (virus, trojan, 
worms,...). 

7. Mem tra, giam sat chirc nang chia se thong tin trong mang fled b6. T6 
chirc cap phat tai nguyen teen may chit theo danh muc, thu muc cho timg 
phOng/ban, dan vi. Khi thkrc hien viec chia se tai nguyen tren may chit hoc tren 
may dang sir dung phai dit mat lchau theo quy dinh tai Dieu 13 cita Quy dinh 
nay de bao ve thong tin. 

8. He th6ng thOng tin phai có ca che, giai phap sao luu du phong du lieu er 
mire nguai dimg, mire he thOng va duqc luu tru tai noi an toan nham tranh bi anh 
huang khi xay ra sit Co hoa hoan, thien tai, lit lut. DOng thai, thuang xuyen kiem tra 
dir lieu dy phong de dam bao tinh san sang phuc hoi va toan ven thong tin. 

Dieu 15. Cfic bie:n phfip ky thu4t dam bfic• an toan thong tin phAn 
, mem ang dung 

s 
 

1. Quan 1y toan b6 cac phien ban ma ngu6n 	phan mem ung dung;. Cac 
phan mem 1mg dung khi trien khai ra moi tru6ng Internet phai to chirc mO hlnh 
hop 1ST, tranh kha nang tan cong chiem quyen quan tri 1mg dung; cal dat cac he 
thong ph6ng ve nhu tu6ng lira (firewall), thiet bi phat hien/phong chOng xam 
nhap (IDS/IPS) 6 muc phin mem *rig dung. 

2. Cac phan mem 1mg dung khi dua vao sir dung hoc khi b6 sung cac 
chirc nang mai can tien hanh dinh gia, kiem dinh muc d6 an toan thOng tin fru& 
khi dua vao van hanh chinh thirc nham tranh cac loi mang tinh bao mat. 

3. Thiet lap va citu hinh ca sa &I lieu bao dam an toan: 
a) Luon cap nhat ban va loi mon nhat cho he thong quan tri ca so. dir lieu; 

sir dung cong cu de danh gia, tim kiem to hong teen may chit ca sor dir 

b) GO' NS cac ca s6 &I lieu khong sir dung. 

c) CO cac ca che sao luu du lieu, tai lieu trong qua trinh thay doi cAu trite 
bang cach xay dung nhat l(ST ca sor du lieu yeti cac n6i dung nhu: N6i dung thay 
dOi, 1ST do thay doi, th6i gian, vi tri thay d6i. 

4. Xay Ong phuang an sao luu, phuc h6i cac phan mem img dung, trong 
dO chit y viec sao Iuu toan be net dung lien quan cua phan mem img dung, bao 
g6m: Ma ngu6n, ca sor du lieu, du lieu phi cL trite, dam bao khi cc') sit c6 xay ra 
có the kip thai khic phuc, phuc h6i day du, tra 14i tang thai hoat Ong binh 
thuang cua phan mem 1mg dung. 

Dieu 16. Dieu phOi, irng ciru sit. CO mang 
1. tr.Ing elm sit c6 mang la hog Ong nham xir 1ST, Ichic phuc sr c6 gay mat 

an,  toan thong tin teen mang. Lrng thu sit do' mang tren dia ban tinh do Be phan 
dieu phoi cac hoat dOng Ung ciru skr co mang Internet trong cac ca quan nha 
nuac tren dia ban tinh (goi tat la "Be phan dieu phoi") thcrc hien. 

2. trng cum sit c6 mang dugs thIrc hien theo cac nguyen tic sau day: 
,a) Nhanh chong, chinh xac, kip thai, hieu qua; tuan 	quy dinh elm phap 

luat ye dieu phOi img cum sir co mang. 
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b) Thong tin dugc trao d6i, cun4 cap trong qua trinh cti6'uph6i, xir V/ six c6 
phai dugc dam bao bi mat theo yeu cau cua to chirc, ca nhan gap su co, trir khi 
su co xay ra co lien quan tai nhieu d6i tuong nguiri dung khfic hoac c6 tinh chat 
nghiem trong ma Ca quan dieu ph6i cap tren co yeu cau cung cap de phuc vu 
cho ding tic ung dru. 

c) Vic trao d6i thong tin trong hoat d6ng dieu phOi phai dugc thuc hi8n 
bang mot ho4c nhieu hinh thirc nhu: cong van, thu din dr, din tho#i, fax. 
Thanh vien tiep nhan thong tin phai cha dOng xac thuc ded tuong giri nham bao 
dam thong dip nhan dugc la tin cay. 

d) Thanh yien B6 phan dieu ph6i c6 quyen dugc chia se thong tin, kinh 
nghi8m, tham gia cac hoat dOng din tap img cfru su c6, tham gia cac khOa dao 
tao, boi clueing ye' hoat dOng img cuu su co. 

3. Cong tic dieu phOi img ciru su c6 thuc hi8n theo Quy the va quy trinh 
cu the dr khau: Thong bao su co; tiep nhan va xir' 19 thong bao su c6 den khau 
dieu phOi frng cfru su co. 

Dieu 17. Phat hign, ngfin chin va /dr 157 phAn mem dOc hai 
1. Ca quan, don vi quan 19 he th6ng thong tin quan twig trien khai giai  

phap, xay dung h8 thOng,  ky thuat nghi8p vu nham phat 	ngan char' va xir 19 
kip thei vi8c phat tan phan mem d6c 

, 2. TO eh& cung cap dich vu thu din dr, truyen dua, luu thong tin trkrc 
tuyen phai co he thOng phat hi8n va loc phan mem d6c hai trong thong tin dugc 
gir' nh4n ho4c luu tat tren he thOng thong tin ciia minh va co trach nhi8'm bao 
cao cho ca quan co thorn quyen theo quy dinh cita phap 

3. Doanh nghi8'p cung cap dich vu Internet CO trach nhi8'm ngan chin yi0c 
phat tan phAn mem d6c hai theo yeu cau cua ca quan chirc nang. 

Dieu 18. Dilo two, bOi du&ng kien thirc an town thong tin 
1. Ca quan, to chirc xay dung ke hoach tuyen dung, dao two, phan cOng, 

can b6 chuyen trach ve CNTT va an town thOng tin de dam bao quan 19, khai 
thic c6 hi8u qua Nth bao dam an town cho he thong thong tin thuc pham vi quan 
19 dm ca quan, to chfrc minh; chiu trach nhi8m to chirc hoac dr can b0 chuyen 
trach, ban chuyen trach CNTT tham gia cac khOa dao tao, b6i duang, cap nhat 
kien thirc ca ban ve an than thong tin ming do tinh hoac cap ten to chirc. 

2. Can b6 chuyen trach ve CNTT tai cac ca quan, clan vi CO he th6ng 
thOng tin phai thuOng xuyen dugc dao two nang cao, chuyen sou ve ding tic dam 
bao an town thong tin, kip theri cap nhat ki8n thirc mai ve an town thong tin; dugc 
b6 tri, tao dieu ki8n lam vi'8c phi' hop, dugc huong luang va phu cap uu doi theo 
quy dinh. 

Dieu 19. Xfiy dirng quy the nOi bi) va fip dung quy trinh dam bao an 
town thOng tin 

1. Cac ca quan, din vi phai xay dung quy the n6i 136 va ap,dung quy trinh 
dam bao an town, an ninh cho he thong thong tin nham giam thieu cac nguy ca 
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gay ra su co mat an town thong tin, tao dieu kien cho viec 'chic phuc va truy vet 
trong truang hop co su co xay ra. 

2. Cac ca quan, dcm vi tham khao cac huOrc co ban de xay dkmf khung 
quy trinh dam bao an town thong tin cho he thing thong tin tai tieu chuan. QuOc 
to ISO/IEC 27001. 

Chuang DI 
PHAN CONG TRACH NHIEM THI)'C HIEN 

Dieu 20. Trach nhim cua cac co* quan, dun vi 
1. Cac co quan, don vi ten dia ban tinh phai ban hanh quy dinh hoac quy 

the ye dam bao an town thong tin trong hoat dOng dm co quan, don vi minh. 
2. Thil truorng cac ca quan, dcm vi co trach nhiem tuyen truyen, nang cao 

nhan thirc cho CBCC-VC ye cac nguy co mat an town he thing thong tin; trien 
khai thuc hien nghiem tuc Quy dinh nay va cac quy dinh Ichic cc!) lien quan; chiu 
tranh nhiem true:re UBND tinh ve cong tac dam bao an town thong tin cho cac he  
thing thong tin do co quan, dan vi minh quan VI, van hanh. Thiet lap kenh thong 
tin true tuyen de tiep nhan phan anh cac van de lien quan den an town thOng tin. 

, 3. Khi co su co hoac nguy co mat an town thong tin phai kip theri chi ciao
khac phuc ngay, uu tien su dung can NI kyr thuat chuyen tranh CNTT trong ca 
quan, dcm vi. Ding thad, thong bao bang van ban girl ve Sec Thong tin va Truyen 
thOng, co quan cap ten quan 15r truc tiep nambiet. Truong hop khong khac phuc 
thrqc thi phii hop vii So Thong tin va Truyen thong hoac co quan quan 15r cap 
ten de ducrc huong dan, ho trg. 

4. Phi hqp chat the vOi ca quan COng an trong cong tac phong ngira, dau  
tranh, nga'n chan cac hanh vi vi pham an town, an ninh thOng tin. Tao dieu kien 
thuan lqi cho cac co quan chirc nang tham gia khac phuc su co va thuc hien 
clung theo Inning claxn. 

5. Ph& hqp vii clown kiem tra trien khai cong tac kiem tra khac phuc su 
c6; ding tiled cung cap day clic cac thong tin khi down kiem tra yeu cau. 

6. Bao cao UBND tinh ve tinh hinh va ket qua thuc hien cong tic dam bao 
an town thong tin tai co quan, don vi (thong qua So Thong tin va Truyen thong) 
dinh kSr hang nam (tusk ngay 20 thong 9). 

Dieu 21. Trach nh4m So. Thong tin va Truyen thong 
1.,Tham muu UBND tinh chirc thuc hien cac van ban quy pham phap 

lust, chitin hrqc, quy hoach, tieu chuan, quy chua.'n1c5r' thuat ye an town thong tin 
ten dia ban tinh; chiu tranh nhiem truOc UBND tinh ye viec dam bao an town 
thong tin cho cac he thing thong tin truc tiep quan VI van hanh. 

2. Hang nam, xay dung va trinh UBND tinh phe duyet ice hoach, du town 
nguon kinh phi then khai thuc hien cong tac dam bao an town thong tin trong 
hog &Ong irng dung CNTT cua cac co quan, don vi ten dia ban tinh; danh gia 
an town thong tin cho cac he thing thong tin trong diem cila tinh. 

3. Ph& hqp vii cac co quan, don vi lien quan thuc hien thanh tra, kiem tra 
khi phat hien co cac da'u hieu, hanh vi vi pham phap lust ve an town thong tin. SO 
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Thong tin va Truyen thOng có trach nhiem quan ly cong tac giam sat an toan he  
thong thong tin dm ca quan, don vi ten dia ban tinh. 

4. Xay dung va trien khai thuc hien cac chucmg trinh, ke hoach deo 
bOi duer'ng; hOi nghi tuyen truyen, ph6 bien phap luat ye an toan thong tin cho 
cac co quan, don vi, to chirc, ca nhan có lien quan ten dia ban tinh. 

5. Tham muu UBND tinh quyet dinh thanh lap, ban hanh Quy the hoat 
Ong cira6 phan dieu ph6i va trien khai thuc hien quy trinh dieu phoi xirly, img 
cfru su coO mat an toan thong tin oh Bo phan dieu phOi trong co quan nha nuac 
cua tinh. Tiry theo muc d6 su co, ph6i hap Trung tam frng cuu khan cap may tinh 
Viet Nam (VNCERT) va cac don vi co lien quan de htrang den )(Cr 1$/, img ciru cac 

A 	A su co mat an toan thong tin tai cac he' thong thong tin tren die ban tinh. 
6. Hireing tan chuyen mon nghiep vu ve dam bao an toan thong tin cho he 

thOng thong tin dm cac ca quan, clan vi; thuerng xuyen thong bao den cac co 
quan, don vi ve nguy ca gay mat an toan thong tin do virus, phan mem gian 

gay ra va huong clan bien phap phong ngira, ngan than kip thoi. 
7. Dinh kST va clot xuat bao cao UBND tinh va B6 thOng tin va Truyen 

thong ve tinh hinh thuc hien cong tac dam bao an toan thong tin trong cac ca 
quan, don vi teen dia ban tinh. 

Dieu 22. Trach nhi§m Cong an tinh 
1. Ph6i hop van Soy Thong tin va Truyen thong kiem tra cong tac dam bao 

an toan an ninh thong tin trong cac co quan, don vi ten dia ban tinh; trien khai 
cong tac bao dam an ninh thong tin, phong, ch6ng t6i pham va cac hanh vi vi 
pham phap luat khac trong cong tac dam bao an toan thong tin; thanh tra, hem 
tra va xir 1ST vi pham dai van to chirc, ca nhan vi pham quy dinh ye bao dam an 
ninh thong tin trong hog Ong cila cac co quan, don vi. 

2. Thuang xuyen thong bao cho cac co quan, don vi ye am muu, phurmg 
thfrc, thu doan hog Ong oh cac the luc thu dich va t6i pham teen rinh vuc 
CNTT nhim nang cao y thirc canh gide va có bien phap phong ngira, clan tranh, 
ngan than kip th6i hoat d6ng cua t6i pham va cac the luc thu dich. 

3. Dieu tra va xir 1ST cac trtrang hop vi pham ve an toan, an ninh thong tin 
theo them quyen quy dinh cua phap luat hien hanh. 

4. Thuc hien nhiem vu bao ye an toan cac cong trinh quan trong ye an 
ninh quoc gia trong lush vvc CNTT tren dia ban tinh. 

5. Co quan chuyen trach bao v'e' an ninh qu6c gia thuc Cong an tinh khi 
phat hien cac thOng tin, tai lieu, dr lieu, do vat lien quan den hoat d6ng xam 
pham an ninh qu6c gia theo quy dinh phai thuc hien cac quy dinh sau day: 

a) You cau to chic, ca nhan cung cap cac thong tin, du lieu, s6 lieu, tai 
lieu, do vat lien quan. 

b) Thuc hien theo thAm quyn cac bien phap thu ift, sao chep thong tin, du 
1*, so lieu, tai lieu, do vat, mot phap hoac toan b6 he thong thiet bi lien quan. 

c) Ngan can vi'ec truy nhap he th6ng thiet bi, mang Kr& va sir dung dich vu. 
d) Thuc hien cac nhiem vv, quyen hen khac theo quy dinh cfia phap 1114. 
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Dieu 23. Trach nhiem So.  Tai chink 
Chu tri phi hop von So Thong tin va Truyen thong huong dan cac co 

quan, don vi lap du toan, quan ly, sir dung va quyet toan kinh phi ngan sach nha 
nuac hang nam trong du toan &roc giao de thuc hien nhiem vu chuyen mon ve 
bao dam an toan, an ninh thong tin. 

Dieu 24. Trach nhiem So• Ke hoach va DAu ttr 
tien bo tri ngu6n kinh phi dau tu de thuc hien cac nhiem vu, du an lien 

quan den cong tac bao dam an toan, an ninh thOng tin. 
Dieu 25. Trach nhiem cua can bo, cong cha.c, vien chik, nguiYi lao dOng 
1. Can bO chuyen trach CNTT co trach nhiem tham muu thu throng co 

quan, don vi: 
a) Trien khai thuc hien cac bien phap quan VI van hanh k'ST" thuk cho he  

thong thong tin cua co quan, don vi minh; 

b) Ph& hop yen cac co quan, don vi, ca nhan co lien quan trong viec kiem 
tra, phat hien va khac phuc cac su co mat an toan thong tin; 

c) Tham gia cac chuang trinh dao tao, hoi nghi ve an toan thong tin do 
tinh hoac cac don vi chuyen mon to chirc; 

d) Xac dinh cac chuong trinh, phan mem an thi& de cai dat teen cac: may 
tinh ca nhan trong co quan phuc vu cong viec cua timg nhom ngueyi dimg (van 
thu, can No chuyen mon, ke 	va thuc hien cai d4t cac phan mem nay theo 
dimg quy dinh. 

2. Can bo, cong chirc, vien chirc, nguoi lao dOng CO trach nhiem: 
a) Chap hanh nghiem cac quy dinh cua tinh, co quan, don vi ye cong tac 

dam bao an toan thong tin va cac quy dinh phap luat khac co lien quan; nang cao 
Si fink canh giac va CO trach nhiem trong cong tac dam bao an toan thOng tin tai 
co quan, don vi. 

b) Khi,  phat hien su cif; mat an toan thOng tin phai bao cao ngay 	lanh 
dao true tiep va b() phan hoac can bO chuyen trach CNTT de kip then ngan ch4n, 
xir 1)",. 

Chuang IV 
TO CHIit THVC HItN 

Dieu 26. Khen thifiing, xir ly vi pham 
1. Hang nam, So.  Thong tin va Truyen thong diva ten hoat &Ong helm tra 

viec trien khai thuc hien cong tac dam bao an toan thong tin dm cac co quan, 
don vi tren dia ban tinh, tham muu, de xuat UBND tinh xem xet khen thirOng 
cac co quan, don vi, to chirc, ca nh'n thuc hien tot cong tac dam bao an toan 
thong tin cho he thong thong tin cua cac co quan, don vi va cua tinh. 

2. T6 chirc, ca nhan co hanh vi vi pham cac quy dinh ve an toan co ser ha 
tang va an ninh thong tin trong hoat dong cila co quan nha nuac thi tuy theo tinh 
chk, mirc do vi pham ma bi xir ly kSr luat theo trach nhiem, xir phat vi pham 
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hanh chinh ho4c troy ciru trach nhiem hinh sv. Neu gay thiet hai thi phai b6i 
throng theo quy dinh hien hanh cua phap 1u4t. 

Dieu 27. Dieu khofin thi himh 
1. Giao Sor Thong tin va Tru)4'n thOng chu tri, phi hop vai cac ca quan, 

don vi c6 lien quan huang clan, theo dal, don doe, kiem tra viec trien khai thuc 
hien Quy dinh nay. 

2. Trong qua trinh thiirc hien, neu co vuOng mac, a nghi co quan, to chirc, 
ca nhan c6 lien quan phan anh ve SO Thong tin va Truyen thong a tong h9p 
trinh UBND tinh xem xet, giai quyet./. 

TM. UY BAN NHAN DAN 

Do Hitu Lam  
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